
Computer clg ;'/Iffsf pkfox? M Ps rrf{

computer tyf internet sf] pkof]lutfsf] af/]df xfdL lrtjgaf;Ln] w]/} yf]/}
a'lem;s]sf 5f}+ . cfh xfdL ofFxf computer tyf internet sf] kmfO{bfsf] af/]df geP/
internet tyf lan df /x]sf computer sf] ;'/Iff k|0ffnLsf] jf/]df rrf{ ug]{5f}+ . Psflt/
world trade centre Wj:t x'Fbf klg * lbg leq computer df /x]sf] ;Dk"0f{ data x?
recover ul/ company h:tfsf] t:t} km]/L ahf/df cfPsf] ;dfrf/ ;'Gg kfO{G5 eg] csf]{
tkm{ harddisk lju|]/ s'g} lrtjgaf;Lsf] computer df /x]sf] ;Dk"0f{ account vQd
ePsf] vj/ ;'Gg kfO{G5 . computer tyf internet df xfdL lrtjgaf;Ln] ljutsf 5f]6f]
;dodf b|'t ultdf k|utL ul//x]sf 5f} o;df s'g} z+sf 5}g t/ data backup / security
To:tf ljifo x'g\ h;df g t tkfO{ xfdLn] TotL Wofg lbPsf 5f} gt laZj el/ cfˆgf
zfvfx? ePsf computer institute x?n] g} . data backup / security h:tf laifonfO{
ulDe/tfk'j{s cfˆgf] course of  study df ;fldn ubf{ of] TotL nf]enfUbf] gb]lvg'sf]
sf/0fn]klg o;n] /fd|f] :yfg kfpg ;s]sf] 5}g hasL s'g} klg operating system sf]
basic course kl5 ;a}eGbf klxnf v8\lsg] laifo xf] of] data backup / security .

computer security sf] s'/f ubf{ ;a}eGbf cuf8L cfpF5 virus . virus sf] sf/0fn]
of] aif{ computer k|of]ustf{x? g/fd|f];Fu k|efljt eP eg] slt t cem} klg computer
df s] problem cfof] eg]/ cGof}nd} 5g\ . virus database df klg of] aif{ crDd k|sf/n]
a[l4 ePsf] b]lvof] . Psflt/ nimda n] 7'nf–7'nf organization x?sf] lbdfu rf6\of] eg]
csf]{ tkm{ klez n] normal user x?nfO{ crlDet t'Nofof] . Psflt/ redlof n] ;g;gL
km}nfO{/x]sf] 5 eg] csf]{ tkm{ opasoft gfds virus (worm) computer df ePsf] s'/f
w/} h;f]nfO{ yfx} 5}g . of] ;a ;d:ofsf] Ps dfq ;fdfwfg xf] security tyf backup .
;fwf/0ftof security eGgfn] computer nfO{ ;'/lIft agfpg] eGg] a'lemG5 eg] backup
eGgfn] ;DefAo vt/faf6 computer df /x]sf] data tyf programme x?nfO{ ;'/lIft
/fVg] eGg] a'lemG5 . physical backup sf] af/]df rrf{ ul//xg' Tolt dxTjk"0f{
gb]lvPsf]n] ofxfF xfdL security tkm{g} s]lGb|t /xg]5f}+ .

lrtjgsf] kl/k]Ifdf security cGtu{t xfdLn] lgDg lnlvt k|d'v # s'/fdf tTsfn
Wofg k'¥ofpg' kg]{ b]lvG5 .

!_ keylogger tyf spyware
@_ virus
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!_ keylogger tyf spyware
keylogger tyf spyware x? To:tf programme x? x'g\ h;n] tkfO{sf]

computer sf] ;Dk"0f{ activities monitoring ug{ ;S5 . o;/L of] programme n]



record u/]sf s'/fx?nfO{ Pp6f log file df save u/]/ /fVb5 / tkfO{ internet
connected x'g' ePsf] df}sf kf/]/ To;nfO{ k'j{lgof]lht e-mail address df k7fpb5 .
o;/L k7fO{Psf] log file df tkfO{n] s;}nfO{ n]Vg' ePsf] e-mail, tkfO{sf] password,
tkfO{n] web site df x]g'{ePsf] URL x? ;fy} c? y'k|} dxTjk"0f{ s'/fx? x'g ;S5g\ .
sltko keylogger tyf spyware x?nfO{ tkfO{sf] anti-virus programme n] virus
eg]/ lrGg ;Sb}g kmn:j?k tkfO{sf] s[ofsnfkx? s;}n] x]/L/x]sf] s'/f tkfO{nfO{ yfx} x'b}g
. of] programme s'g} klg dfWofdaf6 tkfO{sf] computer ;Dd k'¥ofP/ execute ul/G5
clg registry entry u/]/ of] programme n] csf]{ kN6 b]lv computer start ePb]lvg}
leq eq} tkfFO{sf] activities nfO{ log file df save u/]/ /fVb5 clg tkfFO{ internet df
connected ePsf] df}sf kf/]/ Tof] log file nfO{ uGtAo;Dd e-mail u/]/ k7fp5 . o:tf
keylogger tyf spyware x? af6 cfˆgf] computer nfO{ ;'/lIft /fVg tkfFO{nfO{
computer sf] running process sf] af/]df hfgsf/L x'g' cfjZos 5 .
Alt+Ctrl+Delete Ps} rf]l6 press u/]/ tkfFO{n] computer sf] running programme
sf] af/]df ;fwf/0f hfgsf/L kfpg ;Sg'x'G5 . of] afx]s Ad-aware h:tf programme n]
klg tkfO{{nfO{ o:tf keylogger tyf spyware x? x6fpg d2t ub{5 . of] programme
tkfFO{n] www.lavasoftusa.com af6 free df download ug{ ;Sg'x'G5 .

@_ Virus
Virus af6 t tkfFO{ xfdL kl/lrt 5f}+ g} . ;a} eGbf a9L virus km}ng] dfWofd

internet xf] eg] virus af6 5'6sf/f kfpg] ;a} eGbf ;zSt, cem egf}+ Psdfq dfWofd
internet g} xf] . ofxfF xfdLn] virus cGtu{t virus, trojan, worm tyf hoax ;a}nfO{ Ps}
7fFpdf ;d]6]sf 5f}+ . virus, trojan, worm tyf hoax x? agfj6sf lx;fan] cfkm}df
cnu cnu eP elg ;fdfwfg ;a}sf] nueu Pp6} ePsf]n] ;a}nfO{ virus cGtu{tg}
;d]l6Psf] xf] . virus s;n] agfp5 / lsg agfp5 eGg] k|Zg a]nf a]nfdf tkfFO{ xfd|f]
dgdf cjZoklg pAhg] u/]sf] 5 . jf:tjdf virus To:tf AolQmx?sf] lbdfusf] pkh xf]
h;nfO{ cfˆgf] kmfO{bfn] eGbf c?sf] gf]S;fgn] ;Gt'li6 lbg] ub{5 . To;f] eP virus af6
aRg s] ug]{ t < k|Zg p7\5 . s'g} Pp6f /fd|f] anti-virus programme k|of]u ug'{xf];\ .
ofxfF /fd|f]sf] cy{ xf] a9L k|of]u x'g] . h:t}M symantec sf] norton jf macafee . clg
tkfO{{sf] anti-virus programme nfO{ lgoldt ?kdf update /fVg'xf];\ . e-mail df
cfPsf attachment x?nfO{ w]/} larf/ u/]/ dfq vf]Ng'xf];\ . cem attachment .exe jf
.bat h:tf executable extension df 5g\ eg] t vf]Nb} gvf]Ng'g} a'l4dfgL x'g]5 . web
surfing ubf{ klg ActiveX / plugn-ins h:tf software x? download tyf install
ubf{ Wofg k'¥ofpg'xf];\ . internet security level nfO{ ;Dej eP high gq sd;] sd
medium /fVg'xf];\ . java based web site x? trusted 5g\ eg] dfq vf]Ng'xf];\ . oL ;a



s'/fdf Wofg k'¥ofP/ tkfO{{x?n] s]lx xb;Dd cfˆgf] computer nfO{ virus af6 ;'/lIft
/fVg ;Sg'x'G5 . Pp6f s'/f slxNo} ge'Ng'xf];\ ls Pp6f ;fwf/0f html af6 ag]sf] web
page ;d]tn] tkfO{{sf] computer hack ug{ ;S5 . o; afx]s klg clxn]sf] latest anti-
virus norton 2003 n] tkfO{{nfO{ untrusted web surfing df s]lx xb;Dd ;'/Iff lbg
;S5 eg] o;n] online scanning sf] ;'lawf klg lbPsf] 5 . online scanning sf]
dfWofdaf6 tkfO{{n] cfˆgf] computer nfO{ web site df uP/ online scan ug{ ;Sg'x'G5
h:n] tkfO{{nfO{ tkfO{sf] computer sf] open port cyfjf security hole sf] af/]df
hfgsf/L lbG5 . open port sf] af/]df xfdL attack from outside gfds cfFpbf] topic df
rrf{ ug]{5f}+ .

Virus sf] af/]df s'/f ubf{ Pp6f gfd ;w} cuf8L cfFp5, Tof] xf] Trojan Horse .
af:tjdf trojan horse virus geP/ Ps k|sf/sf] security breaking programme xf]
h;nfO{ xfdL virus g} eg]/ lrGb} cfO{/x]sf 5f}+ . w]/} klxn] b]lvg} computer sf] b'lgofdf
txNsf dRrfpb} cfO{/x]sf / cnu cnu gfddf xhf/f}sf] ;FVofdf /x]sf o:tf trojan
x?nfO{ x6fpg s'g} klg anti-virus programme /fd|f] ;Fu ;kmn ePsf] e]l6Psf] 5}+g .
km}ng] Ifdtf sd ePsf] / Server-Client sf ?kdf sfd ug]{ o:tf torjan sf] d'Vo
laz]iftf Remote-Administration g} xf] . s'g} klg dfWofdaf6 Pp6f executable file
tkfO{sf] computer df k7fP/ ;f] file nfO{ tkfO{sf] computer df execute ul/Pkl5 jf
tkfO{ cfkm}n] cghfgdf Tof] file nfO{ execute ug'{eof] eg] tkfO{ trojan infected x'g'
eof] . tkfO{nfO{ s]lx yfx} x'b}g t/ o;n] sfd ul/;s]sf] x'G5 . o;n] tkfO{sf] computer
df s'g} lglZrt port open u5{ clg TCP cyjf UDP sf] dfWofdaf6 tkfO{nfO{ remote
computer ;Fu connect u/fpF5 . Ps k6s tkfO{ trojan infected x'g' ePkl5  csf]{
tkm{af6 tkfO{sf] computer sf] password x]g]{, tkfO{sf] dxTjk"0f{ file x? tfGg] b]lv
lnP/ tkfO{sf] computer g} aGb ug]{ h:tf pkb|f] ;d]t ;lhn} ug{ ;lsG5 . trojan af6
5'6sf/f kfpgsf lglDt tkfO{n] anti-virus tyf trojan removal h:tf programme x?
k|of]u ug{ ;Sg'x'G5 . csf]{ Pp6f ;l6s t/ cln d'lZsn pkfo xf] netstat . command
mode df uP/ (netstat -an) command k|of]u ug'{xf];\ . o;n] tkfO{sf] computer sf]
connection / open port sf] ;Dk"0f{ laj/0f lbG5 / olb oxfF tkfO{n] port 21554 open
b]Vg'eof] eg] ;fjwfg tkfO{sf] computer GirlFriend gfds trojan af6 infected 5 .
o;/L laleGg k|sf/sf cnu cnu trojan n] open ug]{ cnu cnu port sf] list
tkfO{x?n] internet df kfpg ;Sg'x'G5 . Ps k6s tkfO{n] tkfO{ s'g trojan af6
infected 5' eg]/ kQf nufpg ;Sg' eof] eg] To;}df s]lGb|t /x]/ removal download
ug{ ;Sg'x'G5 cyjf w]/} h;f] trojan x? manually klg delete ePsf] kfPsf 5f}+ . oL
afx]s klg lxhf] cfh xfdLn] virus sf] gfdn] lrGg] u/]sf] @m / @mm au{sf worm
x?n] kf/f] ttfpg yfn]sf] 5 . computer sf] address book df entry ePsf] e-mail



address df ldNbf]h'Nbf] laifo ;lxt cfkm'nfO{ mail ug{ ;Sg] Ifdtf ePsf] of] worm sf]
k}mng ;Sg] Ifdtf Psbd} a9L /xsf] kfO{G5 . /ftf /ft k'/} laZjel/ km}ng ;Sg] o:tf
worm x? cGt/u{t something@m eGgfn] mail ug{ ;Sg] Ifdtf ePsf] eGg] a'lemG5
eg] something@mm eGgfn] mass-mailer cyf{t Ps eGbf a9L mail ug{ ;Sg] Ifdtf
ePsf] eGg] a'lemG5 . ;fwf/0ftof e-mail af6 km}ng] o:tf virus (worm) n] TolQ w]/}
xfgL gu/]klg o;sf] km}ng] Ifdtf Psbd a9L x'G5 eg] slxn] slxF tkfFO{sf] e-mail
address af6 tkfO{sf] ;fyLnfO{ ufnL u/]/ e-mail n]v]/ tkfO{nfO{ ufnL Vjfpg klg a]/
nufpb}g . To;}n] ;fjwfg tkfO{sf] inbox df cfPsf] attachment ;fFRr}g} tkfO{s} ;fyLn]
k7fpg' ePsf] attachment t xf] <

#_ attack from outside
;fwf/0ftof attack from outside eGgfn] TCP jf UDP sf] dfWofdaf6 tkfO{sf]

IP nfO{ nIo agfP/ ul/g] attack xf] . attack from outside eg]/ ofxfF s'g} universal
topic geP/ internet jf network af6 x'g] attack nfO{ Pp6f heading dfq lbO{sf] xf] .
o:tf k|sf/sf attack x?nfO{ a'‰g / /f]Sg keylogger / virus problem nfO{ a'‰g /
/f]Sg eGbf cln a9L d'lZsn 5 eg] o;sf] af/]df hfgsf/L x'g clt cfjZos klg 5 .
xfdLnfO{ o:tf k|sf/sf attack / o;af6 ug{ ;lsg] ;'/Iffsf] af/]df /fd|f];Fu yfxf gx'g'sf]
k|d'v sf/0f xf] computer institute x?n] security nfO{ cfˆgf] course df /fd|f] ;Fu
focus gug'{ . cem lttf] afSo k|of]u ug]{ xf] eg] k};f sdfpg laxf/L kf/fsf] /ËLla/ËL
ld7fO{em} nf]enfUbf] course 5fGg] w'gdf security tkm{ t jfxfFx?n] Wofgg} lbg kfpg' ePg
. s'g} institute ;Fu 5 security specilist ??

attack from outside sf] Pp6f ;a} eGbf ;fdfGo lsl;d xf] denial of service
attack  cyf{t Dos Attack . o;nfO{ csf]{ efiffdf ping flood klg elgG5 . Pp6f
;fdfGo ping command 4f/f 7'nf] size sf] packet k|of]u u/L target computer nfO{
re-boot cyfjf crash ug'{g} Dos Attack xf] . o;sf] nfuL Unix jf Linux Operating
System sf] k|of]u ul/G5 lsgsL Windows n] tkfO{nfO{ ping ubf{ packet size lgwf{/0f
ug]{ clwsf/ lbb}g . tkfO{ internet ;Fu connected x'g' ePsf] a]nfdf tkfO{sf]
computer gf6lso ?kdf l9nf] eof] jf cfk;]cfk re-boot eof] eg] To;sf] Pp6f sf/0f
Dos Attack klg x'g ;S5 . o;/L Dos Attack n] tkfO{sf] k'/} Operating System g}
klg crash ug{ ;S5 . of] t eof] computer nfO{ IftL k'¥ofpg] p2]Zon] ul/g] attack . of]
afx]s klg csf]{ attack x'G5 h'g internet connected /x]sf] c?sf] computer df l5g{sf]
nfuL ul/G5 . o;nfO{ xfd|f] ;dfhn] clxn] computer crime jf hacking klg eg]/ lrGg]
u/]sf] 5 . ofxfFg]/ Pp6f s'/f s] hfgsf/L lbg rxfG5' eg] jf:tjdf hacking eg]sf]
internet af6 csf{sf] computer df l5/]/ csf{sf] computer tx; gx; kfg'{ x}g hjsL



hacker eg]sf] t computer sf] b'lgofdf Pp6f cfbz{ gfd xf] . computer sf] b'lgofdf
htL klg g/fd|f sfdx? eP tL ;a hacker x?sf] yfKnf]df /flvof] / cfh hacker x?
computer criminal sf] ?kdf lrlgG5g\ . Ps k6s lrtjgsf lh1f;' o'jfn] computer
field sf Ps lalzi6 AolQm;Fu k|Zg /fv]sf] lyof] "hacker eg]sf] s] xf]<" jfxfFn] :ki6
hjfkm lbg' eof] "xfdL of] illegal laifodf s'/} ub}{gf}" hjsL jfxfFsf] cfˆg} institute sf]
course df Linux Operating System cGtu{t Pp6f course x'G5 "kernel hacking" .
jf:tjdf hack cfkm'df illegal zAb x}g hjsL To;nfO{ x]g]{ b[li6sf]0f unt e}lbPsf] 5
cyf{t internet sf] dfWofdaf6 csf{sf] computer df l5g'{ hacking x}g .

xfdLn] clwg} rrf{ u/]sf lyof} open port sf] af/]df . olx open port sf]
dfWofdaf6 sf]xL tkfO{sf] computer df l5g{ ;S5 . p;n] tkfO{sf] computer sf] s'g}
kmfO{n copy, paste jf delete klg ug{ ;S5 . cem tkfO{sf] computer df NetBios
installed 5 eg] t ch emg} ;lhnf] x'G5 . NetBios Windows networking df file
sharing sf] nfuL k|of]u x'g] software xf] . clv/ s;/L l5g{ ;S5 t sf]xL tkfO{sf]
computer df ???

dfg}+f tkfO{ internet connected x'g'x'G5 . s;}n] tkfO{sf] IP yfxf 5 cyjf p;n]
ping u/]/ tkfO{sf] IP blind guess xfG5 cyjf MSN, ICQ h:tf s'g} chat client 4f/f
tkfO{sf] IP kQf nufp5 cyfjf s'g} programme sf] dfWofdaf6 tkfO{sf] IP kQf
nufp5 . To;kl5 p;n] tkfO{sf] computer sf] s'g port open 5 eg]/ scanning u5{ .
s;/L ?? hGg' TotL h?/L 5}g . xfdL dfq ;l6s ;'/Iffsf] nfuL process nfO{ a'‰g]
sf]lzif ub}{ 5f}+ . ha p;n] tkfO{sf] s'g} port open kfp5 clg p Tof open port sf]
dfWofaf6 tkfO{sf] computer df l55{ . o;/L Ps k6s sf]xL tkfO{sf] computer df
l5/]kl5 oft p;n] tkfO{sf] computer  sf] file rf]g]{ cyfjf tkfO{sf] computer sf]
dxTjk'0f{ file x? delete ug]{ sfd u5{  jf s'g} trojan transfer u/]/ tkfO{sf] computer
df execute u/]/ tkfO{nfO{ ;w}sf] nfuL torjan infected agfp5 . o;f] u/]sf] v08df
csf]{ k6s b]lv p;n] tkfO{sf] computer ;Fu ;lhn} single click sf] e/df
connection ug{ ;S5 . o;/L internet af6 x'g] attack nfO{ tkfO{sf] anti-virus
software n] x]/]/ a:g' afx]s s]xL ug{ ;Sb}g . To;f] eP s;/L /fVg] t o:tf] attack af6
cfˆgf] computer nfO{ ;'/IfLt ? hjfkm xf] proxy tyf firewall .

Proxy Server
;fwf/0f efiffdf eGbf proxy server n] tkfO{sf] computer sf] jf:tljs IP nfO{

n'sfP/ cs}{ IP k|of]u u/]/ tkfO{sf] computer nfO{ ;'/Iff k|bfg u5{ . pbfx/0fsf] nfuL
ha tkfO{ proxy server sf] dfWofdaf6 s'g} remote computer ;Fu connect ug{x'G5
TotLv]/ proxy server n] request packet header df tkfO{sf] jf:tljs IP gk7fP/



anonymous jf c? computer sf] IP k7fp5 . eGg'sf] cy{ proxy server n] tkfO{sf]
jf:tljs identity nfO{ n'sfP/ computer nfO{ ;'/Iff k|bfg ug]{ u5{ .

Firewall
sf/sf] engine / driver sf] lardf car sf] engine blast ePdf driver nfO{ ;'/Iff

lbg /flvPsf] efunfO{ firewall elgG5 . jf:tjdf computer df firewall sf] w]/} la:t[t
cy{ nfU5 t/ Pp6f ;fwf/0f cj:yfdf o;nfO{ o;/L kl/eflift ug{ ;lsG5 . firewall
eg]sf] tkfO{nfO{ aflx/L network af6 ;'/Iff lbg tkfO{sf] computer / internet sf]
lardf a:g] device jf programme xf] . firewall n] tkfO{nfO{ internet af6 x'g;Sg]
outside attack af6 ;'/Iff k|bfg u5{ . ;xL k|of]u ug{ hfg] firewall w]/}g} laZj:t
programme ;flat x'g ;S5 . o;n] port scanning tyf Dos Attack h:tf
s[ofsnfkx?nfO{ ;lhn} /f]Sg ;S5 eg] s'g} klg untrusted IP nfO{ ban klg ug{;S5 .
tkfO{sf] internet connection monitoring h:tf y'k|} facility x? ePsf] of]
programme n] tkfO{sf] computer df unt lgot ePsf] sf]xL a:of] eg] rfFxL s]xL ug{
;Sb}g . h] xf];\ outside attack nfO{ lakmn kfg{sf nfuL firewall a/bfgg} ;flat ePsf]
5 .

oL s'/fx?df Wofg k'¥ofP/ tkfO{n] cfˆgf] computer nfO{ w]/} xb;Dd ;'/Iff lbg
;Sg'x'G5 . o; afx]s klg security ;DjlGw xhf/f} tutorial x? tkfO{x?n] internet af6
download  u/]/ k9\g ;Sg'x'G5 . o; afx]s tkfO{sf] Windows Operating System
tyf programme x?df kQf nfu]sf] gofF gofF security hole x? (h;sf] af/]df ofxfF
rrf{ ul/Psf] 5}g) nfO{ update jf patch sf] ;xfotfaf6
windowsupdate.microsoft.com df uP/ online g} klg fix ug{ ;Sg'x'G5 .
tkfFO{x?nfO{ computer df cfO{k/]sf] s'g} klg ;d:ofsf nfuL xfdL;Fu ;Dks{ /fVg'xf];\ .
xfdL lgz'Ns ;Nnfx lbgsf nfuL ;bf pknAw 5f} .

"knowledge is power and with power comes a responsibility"
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